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Issues with Password authentication

Too many for them to manage
P d  il  h d ith Passwords easily shared with 
others (in violation of access 
policy)
Easily captured over a network 
if no encrypted channel used
Weak passwords can be Weak passwords can be 
guessed or brute forced offline



Issues with Password authentication

Vulnerable to keyboard sniffing/logging 
attacks on public or compromised systems
C t id  di ti  i  th  Cannot provide non-repudiation since they 
generally require that the user be 
enrolled at the service provider, and so 

'the service provider also knows the user's 
password
Vulnerable to Social Engineering attacksVulnerable to Social Engineering attacks
Vulnerable to dictionary attacks even if 
encrypted channels are used
Single factor of Authentication only



PKI authenticationPKI authentication

S l ti  t  P d l biliti  b d Solution to Password vulnerabilities based 
on Public Key Infrastructure (PKI)

End users have a key pair – 1 public, 
d i   ifi  1 i  stored in a certificate, 1 private, 

stored in a protected file or smartcard
Allows exchange of session secrets in a 
protected (encrypted) manner without 
disclosing private key
PKI lets users authenticate without 
giving their passwords away to the 
service that needs to authenticate them



Advantages of PKI authenticationg

Eli i t   d   t k Eliminate user passwords on network 
servers
PKI credentials are local in the 

l  k     h d  application key store or in hardware 
token
User manages the password and only 
has one per set of credentials
Still need process for forgotten 
password, but it is only one for all p , y
applications using PKI authentication, 
and users are much less likely to 
forgot it since they use it frequently 
and control it themselves.



PKI Provides two factor authenticationPKI Provides two factor authentication

1. Something the user has(Credentials stored 
in the application or smartcard or token)

2. Something the user knows(password or 
unlock credentials)

Significant security improvement  especially Significant security improvement, especially 
with smartcard or token

Reduce exposure to password sharing(token p p g(
is difficult to share)



Digital SignaturesDigital Signatures

PKI enables digital signatures
Improved assurance of electronic Improved assurance of electronic 
transactions
Recognized by Federal Government as 
legal signatures
Reduce paperwork via electronic forms
Faster  more traceable business Faster, more traceable business 
processes



NCS SolutionNCS Solution

User get a certificate from a CA
The certificate and corresponding The certificate and corresponding 
private key are saved on store device 
such as  HDD or Usbtoken, or 
SmartcardSmartcard
The user uses the certificate to login on 
system
The user manages certificate by 
certificate management anywhere



Integrated componentIntegrated component

DLL Package

ActiveX controls

Easy integrate to 
 i ti  tany existing system



Certificate ManagementCertificate Management

Easy integrate to web clientEasy integrate to web client
No need to install smartcard 
driver
S   ki d f Support many kind of 
smartcards



Certificate ManagementCertificate Management

Manage certificates on Smartcard 
& USB T k
View Certificate List of Smartcard

Import certificate from PFX file to 

& USB Tokens

po  ce ca e o   e o 
Smartcard

Change pin code of smartcard

Delete certificate on Smartcard

Export certificate from smartcard

Check status and validate Certificate



Certificate ManagementCertificate Management

View Certificate List on System

Manage certificates on System

View Certificate List on System

Delete certificate on system

Export certificate from systemExport certificate from system

Export certificate to PFX file

Import certificate to system from PFX Import certificate to system from PFX 
file

Check status and validate Certificate
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